Workers’ Compensation Insurance Rating Bureau of California®

WCIRB Access and Technical Specification
Requirements for Robotic Tools

The access and technical requirements provided below shall apply to any and all use of Robotic Tools by or on behalf of an
Insurer to access and use WCIRB Connect.

Access Requirements
An Insurer must comply at all times with the following access requirements when utilizing Robotic Tools to access and use
WCIRB Connect:

= The Robotic Tool must not exceed the usage limitations posted in the Knowledge Center on connect.wcirb.com, which may
change from time to time at the WCIRB’s sole discretion.

= The Robotic Tool may be used only to access data on behalf of the authorized Insurer and solely for the purpose of
transacting workers’ compensation insurance.

= The Insurer must provide the WCIRB the IP address(es) it intends to use for the Robotic Tool. The WCIRB will review and
approve the IP address(es).

Technical Requirements
Any and all Robotic Tools used by or on behalf of an Insurer to access and use WCIRB Connect must comply with the following
technical requirements:

= The Robotic Tool must use only the WCIRB approved IP address(es).

= The Bot User ID assigned by the WCIRB that is used to access WCIRB Connect must be encrypted within the Robotic Tool
code and any other location where the Bot User ID is stored.

= The Bot User ID will be associated with only one Insurer.
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